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CSA STAR Certification

Optimising cloud security, trust and transparency
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About the Cloud Security Alliance

> Global, not-for-profit organisation

> 200 member driven organization with over 48,000 individual
members in 64 chapters worldwide

> Building best practices and a trusted cloud ecosystem

> Agile philosophy, rapid development of applied research
> GRC: Balance compliance with risk management
> Reference models: build using existing standards
> Identity: a key foundation of a functioning cloud economy
> Champion interoperability
> Enable innovation
> Advocacy of prudent public policy

“To promote the use of best practices for providing security assurance
within Cloud Computing, and provide education on the uses of
Cloud Computing to help secure all other forms of computing.”
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Cloud BARRIERS

» (Perceived) Loss of
control >

> Lack of clarity around the
definition and attribution
of responsibilities and
liabilities

» Difficulties achieving
BBeOUNntability across the
cloud supply chain

» Incoherent global (and
even sometimes regional
and national) legal
framework and compliance
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....and more barriers
» The lack of

transparency of some

service providers or

brokers

» Lack of clarity in
Service Level
Agreements

> Lack of
interoperability

> Lack of awareness and

expertise
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In 3 words: LACK OF TRUST
SN ) )

“Let’s try 1t once without the parachute.”
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HOW DO WE BUILD TRUST
& TRANSPARENCY?
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The OCF structure

OPEN CERTIFICATION FRAMEWORK

LEVEL 3
Continuous Monitoring-Based
Certification

LEVEL 2

Third-Party
Assessment-Based
Certification
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LEVEL 1
Self-Assessment

>The CSA Open Certification Framework is an industry initiative to allow
global, accredited, trusted certification of cloud providers.
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STAR Certification:; Certificate

bsi.
Certificate of Registration

CLOUD SECURITY MANAGEMENT SYSTEM - STAR CERTIFICATION 2013

e 5
By Royal Charter

This is to certify that:

Holds Certificate Number: STAR 12345

and operates an Information Security Management System which complies with the requirements of STAR
Certification and has achived Gold Certification for the following scope:

Information Security Management System
This in accordance with the Statement of
Applicability revision

For and on behalf of BSI: /7

Gary Fenton, Global Assurance Director

Originally Registered: 13/06/2011 Latest Revision Date: 18/10/2012  Expiry Date: 13/06/2014
‘AalA Page: 1 of 2
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D1/ ..making excellence a habit”
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CSA CISO Forum
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CISO FORUM 2013

17-18 DECEMBER // MACAU
2 The Venetian

2 Endorsed and supported by APAC governments such as
Hong Kong, Macau, Taiwan, China, Japan, Thailand and
Singapore

2 500 CIO/CTO/CISO

> 1 day workshop, 2 days of conference, sharing session
and networking opportunities
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2014 ...

MEYA AMAN
LCIMAFASL

CONGRESS 2014

5-9 MAY // TAIPEI // TICC

CCCCC
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Contact us

Aloysius CHEANG
Managing Director APAC

acheang(@cloudsecurityalliance.org

+65 9362 5620
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Let's Ger Starfed!
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